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Intrexx Xtreme User Manager

Writing Conventions

In this handbook, text passages will be displayed in italics when they refer to settings in
the displayed dialogs. Menu items that are available in context menus can, in addition, al-
ways be selected from the main menu. Main menu items will not be described if they are
not available in the context menu. A description of the general main menu items can be
found in the ¥ Center handbook. Programming code in the text will be displayed in the
Courier font. Context menus can be opened by clicking with the right mouse button on
the described element.

In the following, <xtreme> refers to your Intrexx installation path; under Windows, for
example, this is wusually ¢J C:\xtreme\. On Linux, the normal install path is
(J /opt/xtreme/. The following symbols will be used for designation of special kinds of
information:

Buttons in dialogs or assistants

*  Important information
u'ﬂ Tips and background information
¥ References to additional information in an Intrexx Xtreme handbook
] Directories
& URLs
L8

Previous Knowledge
For this handbook, you require no special training. You can find helpful information in the
Intrexx Xtreme handbooks & Center and & Permissions.
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Intrexx Xtreme User Manager

Introduction

In the User Manager module, all user accounts of a portal will be administrated on an
object-oriented basis. The objects can be saved in a hierarchical structure that represents
your organization. This makes a very flexible data model available to you, which can be
expanded for the definition of individualized object classes.

In a newly created portal, object classes will be automatically defined with mandatory att-
ributes, such as the User object class with the mandatory attributes First Name and Last
Name. This class possesses a number of attributes, with which a user can be described.

For every attribute there exists a database field, in which the values that you will enter
for an object instance will be saved. You may define an unlimited number of additional
attributes for an object class; however, the mandatory attributes of a class may not be
changed.

Objects (such as a portal user based on the Users class) will be created based on object
classes. Object classes can be viewed as a type of template for the objects. The specific
values of an object will be saved in the attributes.

In the Schemes Manager, which you can reach from the menu Users / Schemes Manager,
you will see the standard object classes of the Intrexx Xtreme User Manager.

Schema Manager

Edit

EFEE EER®R ¢

e [ [ attribues

8 User Attribute Type Size
U Container [E] sertzer 1 integer 0
83 Group H] Reschrabung string 255
Sllogiect | [F] cassm integer 0
@ orgarization [F] conramerio intager 0
® Organizstion... ] oy string 512
[ role E Deakkiviert baclean 0
P 5=t [E] Gatsscht boclean 0
Il Disteibution List [ cuie string a0
(B rermaLLsn inkeger 0
5] Loschbar boolean 0
é Objskinams string 128
[ prioritst integer i
] reLcLin string 40
2 [ ok Cancel | | e |

The object classes Object, Container, and Set are so-called basic classes. Their attributes
will be inherited by the classes that are created from them. So, for example, the User
class also possesses attributes of the basic class Object, from which it is based, in
addition to its own attributes. In the following image you will see a diagram of the object
class hierarchy in the Intrexx Xtreme User Manager.

User Container o Set

Organization = Distribution List

Organizational Unit Group

- Role
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2.1.

2.2.

2.3.

Intrexx Xtreme User Manager

Schemes Manager

Schema Manager

g.:l.\t

EFEFEER EENR ¢

Class
s

q e ummary |
U container Object - OBJECT
8 o0
El Base Class
® Orgarization | Ugar- USER
' Organization...
&) =ole Table
9 ser DSOBJECT
I Diskribution List

] oK Cancel | Help |

In the left-hand area of the Schemes Manager, you will see all default object classes and
classes that you have defined yourself. Default object classes will be shown with the
name colored blue and in italics, and user-defined classes will be shown as normal black
text. Mandatory and user-defined attributes will also be differentiated from one another in
this way.

For program-internal reasons, default object classes and attributes cannot be deleted or
changed.

On the General tab, the name of the object class, the basis class, and the name of the
database table of the values that were entered for the objects in the currently selected
class will be displayed. On the Attributes tab, you will see all attributes of the currently
selected object class.

&l schema Manager

e Attributes

Atribute Type Size
Berutzer I integer 0
string 255
integer 0

'
) Orgarization
R Organization. ..
&) role

[ st =

G Distribution List =

integer 0
string 512
boclean o
boclean o
skring 40
integer ad
boolean o
skring 128
integer a
RELGLID skring 40

[ ok Cancel Help

=

Object Class
This class is the basic class for all object classes in the User Manager. Therefore, all other
object classes possess all attributes of the Object class.

User Class
This class is directly derived from the basic class Object and represents the individual

users of the portal.

Container Class
This class is the basic class of the object classes:

e Organization
For objects that represent an organization or a business

e Organizational Unit
For objects that represent organizational units

With objects of these classes, other objects can be grouped in a 1:n relationship. This
means, for example, that Guitarstore as an Organization object may contain the
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2.4.

2.5.

Intrexx Xtreme User Manager

Management organizational unit. The organizational unit Management can, as long as it is
contained in the Guitarstore organization, not be assigned to a second organizational unit.
Likewise, for example, each employee (Users object) may only be assigned to one
organization, one organizational unit, or one role.

Set Class
This class is the basic class of the object classes

e Distribution List
For objects that represent a distribution list

e Group
For objects that represent a user group

e Role
For objects that describe specific roles in an organization

With the Set class, a m:n relationship can be created. This means, for example, a user
may be both a member of the group object Press as well as the group object Partners.

Creating a New Class

In the Schemes Manager, you have the ability to define your own object classes. Existing
classes can be used as basic classes here.

’ Schema Manager

B Diskribution List
NTERNALLISN

Type Size - - -
integer o 7s [ =1
string 255 Mew Class
inkeger a
inkeger a

Mame | |

skring
boolean
hoolean
string
inkeger

)

e

Cancel

Help

Display Mame |

] Loschbar boolzan 0 EESE ClaSS |L|SER e |
‘\EI Ohjsktnams skring 128
B Priovitat intager ] IEII:I'E | |
B arcum string 40
K Cancel | Help |

New classes can be created via the context menu item New Class in the left-hand area of
the schemes manager, or from [§ New Class in the toolbar of the Schemes Manager.
Enter the Name of the new class. The Display Name will be used when displaying the
class in the Schemes Manager. Select the Basic Class from the selection list. Additionally,
a table name must be entered, which will be used for the database table underlying the
class, in which the attribute values entered will be saved.

Schema Manager

bl i ] Airos
ly Class

a Attribute Type Size
Lsar

[ Container

83 croup

D Object

) Orgarization
® Organization...
[B] rale

B 5=t

A Distribution List

e | Ok | Cancel Help
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The new, self-defined class will be displayed in black, non-italic script. It is not a
mandatory class and can be further edited or deleted. With the context menu item New
attribute, new attributes can be defined on the General tab, which will likewise not be
entered as mandatory attributes. You can reach this context menu by clicking with the
right mouse button in an empty area of the Attributes tab.

Mew Attribute
Hame || |
Display Marne | | ﬂ

Type

Column |

[]Usable in controls []usable in filkers
[Jusable as default value [ | Usable as Web Service parameter

| Cancel | Help |

The Name that you enter here must be unique. It will be applied systemwide. The Display
Name will be used when the attribute is applied to controls, filters, and its display in the
User Manager.

Select the desired data type in the list Type.

In Size, the maximum length of characters for text attributes can be defined. In Column,
the name of the database field, in which the values of the attribute will be saved, will be
defined.

The setting to Use in User Manager search allows an attribute to be added to the search
in the User Manager. The attribute can be used with the setting Usable in controls in
Application Designer elements, such as the entries in the view table or the selection list.
The setting to Useable in filters allows the attribute to be used in filter definitions. Usable
as default value allows an attribute to be used as default value in edit elements. Usable
as Web Service parameter allows the attribute to be used in web services (see Handbook
¥ Web Services).

In the Edit menu or in the toolbar of the Schemes Manager, you will find the Classes
Sorting tool.

Class Sorting

Class
[£] My Class
fj Organization
® Oroanizational Unit
[Lj Container
5] Rale
& Group
(-3 Distribution List
P set
&4 User
[£] ohject

r [0]3 Cancel | Help

[ |=|

The sorting order for the display of objects, such as in the lists view in the left-hand area
of the User Manager, can be defined here. To do so, bring the objects into the desired
order with the help of the @| arrow buttons.
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Intrexx Xtreme User Manager

Creating an Object

Intrexx Xtreme Portal Manager - User Manager g@

¥ Inkrexx Center ¥ Portal Designer ¥ Application Designer ¥ Process Manager ¥ User Manager # Integration Center ¥ Taols
@3 Iree | @ Lst 2 Find System Filter | | [ & |3 ||E] |_-1'| |&1 | 8 |U.3 ||3 |D
’ My Portal Marme Description Type Priarity
] Administrators administr abor group Group 64
v () Bysten] 8
& Users User group Group Marmal (507
K Administrakar the administrator user User Mormal {500
B anonymous the anonymaous user User Mormal {50)
K Tima Steinbruch User Mormal {500
locathost - My Portal - Adrministrator | ZERORI

In the left-hand area, you will see a representation of the portal structure in tree format.
For a newly created portal, you will see only the portal node and the subordinate folder
system here. If the portal node is highlighted, all subordinate objects will be listed in the
right-hand area of the User Manager. There you will be informed of the Name of the
object, its Description, the Type, and its Priority. In the Type column, you will find the
object class to which it belongs.

Priority

I
Lowest Lo Mormal High Highest

The priority can be set for the majority of objects, which controls the order in which they
will be shown in lists in the User Manager.

Intrexx Xtreme Portal Manager - User Manager g@

File Edit User Extras Help

¥ Inkrexx Center ¥ Portal Designer ¥ Application Designer ¥ Process Manager ¥ User Manager # Integration Center ¥ Tools
o3 Iree | @ List < Find System Filter | | [ |% ||E] |_-1'| |§=i | 8 |U.3 |@ |D
j My Portal Mame Description Type Pricriky
b U,j Ep— Q:,—&ndministrators administratar group Graup 2]
& Users |user group Group Mormal (50)
L administratar the administrator user User Mormal {500
b Anonymous the anonymous user User Mormal {50
K Tima Steinbruch User Mormal {500
S Iterns localhost - My Portal - Administrator | [ZERaramm]

The system folder is a container object. If you highlight this folder, all objects contained
within it will be listed.
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Intrexx Xtreme Portal Manager - User Manager

File  Edit

¥ Inkrexx Center ¥ Portal Designer ¥ Application Designer

*3 Tree B Lst 4 End System
@ My Portal - Marne:

b [ System 81 Administratars
8 Users

£y Administrato
B aAnonymaous |17
K Timo Steinb

¥ Process Manager

Filter

Description
administr abor group

b User Manager  # Integration Center

b Tools

Type
Group

PeEoeE0@a
Priority

&4

Mormal {500

Mormal {50

Mormal {500

Mormal {50

locathost - My Portal - Administeator  ETORIN

A new object can be created in the left-hand area, as well as in the right-hand area via
the context menu item New. In the following, you will be lead through the creation of a
new object based on the example of the User object. When creating an object, the
standard attributes of the object will already be inserted into edit fields in the assistants
that lead you through the creation process.

ﬁNew User... w

Fir sk Mame

Middle Marme

Title

Full Mame

| |
| |
Lask Mame | |
| |
| |
| |

Dbject Name

Description

Cancel | Help |

2 nest > | ok |

Enter the general data for the user here. The Full Name and the Object Name will be
automatically created from the first name and last name entered. Click ®: Next to
continue.

ﬁNew User... w

User Marne

Crarmnain

Password

Password Canfirrnation

[ Disable User Accaunt

a < Back

Mext = (6] Cancel Help

United Planet Page 9
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Here you can enter the User Name, the Domain and the Password with Password
Confirmation. If the setting to Disable Account is activated, the user will no longer be able
to log onto the portal. Click B¢ Next to continue.

=

ﬁNew User...

S —

Image

a < Back | Mext = | el Cancel | Help |

Personal information will be entered here. If you wish to include an image of the user,
simply click within the borders of the area intended for it. A dialog will be opened that will
allow you to select an image file from your network directories. Click & Next when you
are done.

WN&W User...

YO —
Street | |
Zip Code I:l

| |
Stake/Province | |
Counkry | |

a < Back | Text = | QK Cancel | Help |

The address data for the new user will be entered on this page. After entering these
details, click B Next.
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WN&W User...

[ Telephone

Office Phone Mumber |

O ffice Mobile Mumber |

Private Phone Mumber |

Private Mabile Nuriber |

Facsimile |

Pager |

["email

Office eMail-Address |

Private eMail-Address |

)

< Back | Mext = |

o]

Cancel |

Help |

The contact data for the user will be entered here.

wNew User...

Superior
Depuky ﬂ
Time Zone |Europe,|'BerIin v |
Default Language |DeFauIt Language vl
Defadl Layout |p0rtal defaultlayout " |
Prriarity R T A A | I R I I I B
Lowest Lo Mormal High Highest
= < Back | ek = | K | Cancel | Help |

On this page, the Manager of the user can be selected from the list of all users using the

2| magnifier symbol.

Select Superior

X|

Flease select the desired entry.

Eilter |

Eoels @

Mame
81 Administrators

81 Users

L Administratar
. anonymous

Description
adminiskrator group
uset group

the adminiskrator user
the anonymous user

Path

SyskemBdministrators

System/Users

SystemAdministrator

Syskem Bnonymous

G

o]

Cancel |

Help

With a larger number of users, you can restrict this list with the help of the easy-to-use
filter (see chapter Filtering Lists). After making your selection, click E OK.

United Planet
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-~

-
- —=
W Hew User...
Superiar
Depuby ﬂ
Time Zone |Euro|:|e||'BerIin “ |
Default Language |DeFault Language w |
Default Layout ||:u:|rtal defaultlayout “w |
EriCIrit'y' 1 N . o A '| (S S A NN R N S S |
Lowest Lo Mormal High Highest
A < Back | Mext = | Ok | Cancel | Help |

On this page the Superior of the user can be selected from the list of all users by clicking
the 2/ magnify symbol. A Deputy can be entered in the same way. In the Time Zone
selection list the user-specific time zone, used for displaying date and time in the portal,
can be selected (see handbook 8 Multilinugal Portals).

In the Default Language selection list, the language that will be loaded in the browser for
this user can be defined. The selection of Default Portal Setting will load the portal with
the language that has been defined as default language in the country settings.

The portal layout that should be displayed upon loading the portal will be selected in the
following selection list (see handbook & Portal Designer).

Underneath, you have the ability to set the priority. The priority influences the order of

lists in the User Manager. The higher the priority is set for an object, the further up it will
be displayed in the list.

WNew User... j

(5uch as ERPSYEEems)

Login 1 || | Password l:l

Loonz e —
Login 3 | | Password l:l

3 < Back | ek = | QK Cancel | Help |

External login information for third-party systems can be entered here.

WN&W User... “

Aktribute Type Size alue

Hink: Mew attributes can be defined via the schema manager.

ﬁ < Back et | QK Cancel Help
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If additional attributes have been entered for the Users object class in the Schemes
Manager, they will be shown here and can be filled with values (see chapter 3 — Schemes
Manager).

New User...

MName Description Path

Add Remaove

@ < Back. | [el'4 | Cancel | Help |

A user can be defined as a member of other objects. B+ Add will open an additional dialog,
from which the object can be selected. Clicking B OK completes the creation process and
saves all entries.

Intrexx Xtreme Portal Manager - User Manager g@

¥ Inkrexx Center ¥ Portal Designer ¥ Application Designer ¥ Process Manager b User Manager  » Integration Center ¥ Tools
%3 Tree | § List 2 Find System Filter | - |% |@ |_ﬂ |e;], | 8 |U_:] |@ |D
$ My Partal Marne Description Type Prictiky
b “.j System €1 Administrators administr abor group Group 64
& Users User group Group Mormal {500
5 Administrator the administrator user User Mormal {50}
B anonymous the anonymals user User Marrnal (500
£ [ima Steinbruch | User Mormal (507
CTterns localhast - My Partal - Adrinisteator | [ETZFIIN

The new user will now be shown in the objects list in the right-hand area of the User
Manager.

Filtering Lists

s B 1 Ple@oeso@E

Marme Descripkion Type Pricriky
£ Timo Steinbruch User Marrnal (S0}

In the User Manager, you will have in various places the ability to restrict lists with a
filter, which is very helpful with comprehensive lists. The Filter search field is available to
you for this purpose, which allows you to enter and search for a desired character string.
The search takes place in a lexicographic fashion and automatically restricts the results
for each character that you enter. So for example, for the t search term, all objects will be
found whose name contains a t. The search term ti lists all objects whose name contains
the character string ti. The results will be continuously additionally restricted in the same
manner.

Additionally, you can restrict the search with buttons, such as by

Organizations
Organizational units
Roles

Distribution lists

User groups

Users

Additional container types

(I
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E Additional grouping types
E All other permitted types

5. Context Menu
5.1. Properties

The context menu item Properties allows you to reach the attributes of an object, where
you can change their values.

& Edit User
Common 2l ACCOUNE 0nal Information 3 55 kact |

First Mame | Tima

Middle Mame | Skeinbruch

Title [

Full Marme: |Timo Skeinbruch

|
|
Last Name | |
|
|
|

Object Name |Timo Skeinbruch

Drescription

@ oK | Cancel Help

5.2. Move

Mame Description

Selecting the context menu item Move will open a dialog that will help you to move
objects within the hierarchy. This allows you, for example, to move a user to another
organizational unit or a container.

Move element into
Plzase select the desired entry.
Eilter | |
BIOE
Mame Description Path
I];' Syskem Syskem Syskem

a QK Cancel | Help |

All existing objects that are permissable targets in the portal will be shown here. Simply
select the desired object and confirm with B OK.
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5.4.

5.5.

5.6.

5.7.

Intrexx Xtreme User Manager

Permissions
All information on permissions holders can be found in the & Permissions handbook.

Delete
The context menu item Delete will delete an existing object. The context menu items
described below are only available for the User object type.

Change Password

P Change Password
Password || |
Confirmation | |

[ ok || cancel || Help |

A user’s password can be changed here. Enter the new password and its repetition into
the corresponding edit fields.

Generate Password
This context menu item will automatically generate a password for the user and send it
via eMail.

Lock / Unlock Account

These context menu items allow a user account to be completely deactivated or activated.
A user attempting to log in to the portal with a locked account will be automatically
rejected.

User / Permissions Menu
All information on permissions holders can be found in the & Permissions handbook.

Importing Users and Groups

There are multiple methods in Intrexx Xtreme to import users from your existing IT
infrastructure. The User Manager supports you with the import assistant when importing
data from LDAP directories (such as Windows Active Directory), JDBC-sources and ASCII
files (such as Linux/Unix Passwd). For the import, select the menu item Users / Users and
Groups Import.

User Import
Replication Sources
Mame Source Type Status ﬂ
ﬂ
j
& | ook Help

Select &/ Add to create a new replication source.
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E New Replication Job

Comman impar]

Marmne |

Select the source to be used For importing users andfor organizational
data

(® LDaP
() IDBC
() Text

| Mext = | Cancel | Help |

Select the type of import source and enter a name for it here. The LDAP option allows all
LDAP-conforming sources, such as Microsoft Active Directory or Open LDAP, to be
imported. With the standard configuration, the following import profiles are available:

e Microsoft Active Directory
e Sun ONE Directory Server
o Novell Netware.

The options JDBC and Text allow users to be imported from JDBC data sources and text
files, respectively.

LDAP Sources

E New Replication Job

Server || | Port |389 |

Base-DN | |‘¥|

Profile |P.ctive Directary - |

4 < Back | Mext = | Canicel | Help |

In this way, you can import your organizational structure and users from a LDAP directory
(such as Microsoft Active Directory). Enter the source server of the LDAP directory in the
Server field (such as the domain controller). In the Authentication selection list, select the
type of authentication used by your LDAP server. The simple setting is usually the correct
selection. Enter a User, via whose account the users and organizational units will be
imported (such as john.smith@Domain.com or cn=John Smith,ou=IT,dc=YOUR_DOMAIN,
dc=US).

Enter the Password of the user. The Base-DN (Distinguished Name) is the name of the
subtree from which the users and user groups will be imported. Clicking 2| Search allows
the Base-DN to be selected from a list.

Available Base-DNs

3 oK. Cancel
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Click B OK after making your selection.

LDAP—Connegon' :
Connection Parame ar the LDAP-Server

Server | | | Part | 389 |

User

Password

Base-DM | | ‘I

Profile |Active Directary » |

ﬁ | <Back I Next = I

C-,;ancel J: Help

|

Next, select the appropriate Profile. Click E Next to continue.

Import Sétt#
Select the data to be imported:

[] Select User
|:| Deactivate Imported Users

[ Intrexx passwords
(#) Create nane
() Create invalid passwards
() Generate random passwords
[ Forward ta user via EMail

‘when no domain can be determined, use the Following one:

Default Dornain |

[ User Groups
Iport User Groups
[] select Groups

[ Organization

Impart Organizational Struckure

Default role name |

Organizational Branch |

LY

ﬁ < Back ] Mext =

Caniel J - Help

|

With the Import User setting, all users will be imported. The setting to Select User allows
users to be specifically selected on the following page.

Select the users ko be imported

&

Marne Login Mame: Dormnain First Marne ' Lask Mame Path

m - < Back I Mext = ]

Cancel J  Help

|

Highlight the users that you wish to import in this list. In order to import users from LDAP

sources, additional options can be set.

United Planet
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[] Select User
|:| Deactivate Imported Users

T
Intrexx passwords
(®) Create none
() Create invalid passwards

() menerate random passwords

When no domain can be determined, use the Following one:

Default Domain

User Groups
Inport Lser Groups
[] Select Graups

Organization

Impart Organizational Struckure

Default role name | |

Organizational Branch | |ﬁ

li < Back || Mext = Cancel | Help |

With the setting to Deactivate Imported Users, all user accounts of new users after an
import will first be deactivated and must be activated by the administrator.

Passwords cannot be imported, as most source systems do not provide this function for
security reasons.

The option to Do not generate will cause Intrexx Xtreme to not generate any passwords
automatically. Users without passwords will have easy access to the portal, as only the
user name is required for login. The setting to Create invalid will cause Intrexx to
generate pro forma unique passwords for each user. With these passwords, no login will
be possible, but they can be changed by administrators in the User Manager.

The setting to Generate random passwords will create a password for each user after
import. If the setting to Send to user via eMail is active, each user for whom an eMail
address has been saved will be sent the new password automatically via eMail.

If no domains can be found for an LDAP import, a standard domain can be entered into
the Default Domain field.

The setting to Import User Groups will import user groups. The Select Groups setting
allows you to select individual user groups on the following dialog page, as with the Select
Users setting.

The setting to Import Organizational Structure will import organizational branches. If
organizational units are imported from LDAP directories that contain no assignment of
users to positions or roles, the selected position type in Default Role Name will be used as
the default assignment.

The 2] magnifying glass allows the container in which the new users will be imported to be
selected in the following dialog.
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‘H Select organizational branch w

Please select the desired entry.

Eilter | |

BOE

Mame Description Path
[j Syskemn Syskem Syskemn

o oK Cancel Help

After making a selection, click B¢ OK.

Import Sétt’#
Select the data bo beimported

[ Zelect User
|:| Deactivate Imported Users

[ Intrexx passwords
(®) Create none
() Create invalid passwords
() menerate random passwords
[C]Farward bo user via EMail

“When no domain can be determined, use the Following one:

Default Domain | |

[ User Groups [

Import Lser Groups
[] Select Graups

[ Organization

Import Organizational Struckture

Default role name | |

Organizational Branch | |3J

32 < Back J Mest > Canicel J Help |

After selecting all required settings, please click B Next.

%]

7lz1jos 9:05 am B [te 7/21/08 205 A =

(®) Standard rule () Manoal rale () Multiple manual rales

[Time
@ at 09:05 B o'dlack

(") Repeat every | hours []and there every |10 minutes

[ Frequency
@ Daly  every I:l days
() Weekly
() Manthly

scheduler rule |D 591j1*7 |

ﬁ | <Back I Mext = Ganeel [ Help I
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Intrexx Xtreme User Manager

An automatic time of execution can be defined for the import. All information on this topic
can be found in the # Integration Center handbook in the BizWalker chapter. Click &

Next to continue.

a < Back | QoK | Cancel | Help |

If the setting to Immediately begin replication is active, the user import will be started
after clicking E» OK.

W User Import
Replication Sources
Mame Source Type Status
UmyLDAPSource Saturn LDAP idle ] E
[
&|
>
]
@ e

The new replication source will now be entered to the list. The configuration of existing
sources can be changed by clicking #| Edit. #| Delete deletes a source entered here. When
you are ready to initiate the replication, please click ®| Start replication. Show history 2|
will open a dialog that delivers information on replication activity.

History of myLDAPSource

Stark End Status

Help |

3 oK

Clicking E# Stop allows a currently running replication to be halted. Clicking B Messages
will open an additional dialog, which will output a detailed report in the case of an error.
E» Delete allows the selected report to be removed from the list.

E Message of Backup

~

-
o]

1.07.2008 09:13:20; *** J0B FEAEES290903E7FECAS21 BECANDSEDG3242555EF STARTED *+*
1.07.2008 09:15:17; *** JOB TERMINATED ***
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7.2.

7.3.

Intrexx Xtreme User Manager

JDBC Sources

ﬁ New Re pl'il::a'ti'n'n Job W

[ Database settings

IDBC-Driver || |
oBCW | |

User | |

Password | |

‘Wizard
[ Import settings [
poe
| < Back | Mext = | Caniel | Help |

Enter the information for the connection to the JDBC data source here. If authentication is
required, please enter the User Name and Password in addition. The Assistant button
allows you to access an assistant that will help you to configure the connection. In the
import settings, a Profile can be chosen. All profiles are located in the directory
J <xtreme>/cfg/omjdbcrplconfig as XML files. New profiles can also be saved there.

Text Sources

ﬁ New Re pl'il::a'ti'n'n Job W

Enter Import File and According F

File | |
Colurn Separatar
Field Separator

["] File Cantains Headsr

m < Back | Mext = | Cancel | Help |

Select the File here that contains the import data. Select the column separator and the
field separator here that have been used in the text file. With the File contains header line
setting, the first line will not be imported, but the contents will be used in the following
dialog pages for easier assignments. Click Next when you are done.

-,

E Mew Re p'l'icati'n' n Job w
Assign File Fig

Internal Mapped File:

COMTAIMERID -~ Fow 1

Ciky 4 Row 2

Counkry - Row 3

DN % F.ow 4

Date enter J Row S

Date of Birth Fow 6

Default Language

DenLky 10 i

ﬁ < Back | Mext = Canicel | Help |

Assign the fields of the text file to the internal fields with the help of the @] arrow buttons.
When the full login name has been assigned, the import data of this field will be used to
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8.1.

8.1.1.

8.1.2.

Intrexx Xtreme User Manager

find the data for the user name and domain. To continue, click E* Next. A description of
the dialogs that follow can be found in the LDAP Sources chapter.

Configuration

User Manager Configuration

Authentication | |

Authentication Type

() Authentication via Web Server

(®) Intrexs Authentication

() Generic Authentication

() Other

Anonymous Lser ﬂ

oK Cancel | Help |

In the User Manager you will define the settings of authentication, security and
organization under the menu item User / Configuration.

Authentication

Authentication via Web Server

With this setting the user account that is used for login to the NT or ADS domain will also
be used to log in to the portal. All users must be able to log in to their corresponding
domains, or a position of trust must exist in regard to domains of the Intrexx Xtreme
portal server.

The Standard Authentication option is required when users with browsers such as
Netscape or Mozilla access the portal. These browsers support no encrypted login
(integrated Windows authentication). The password will be transmitted in plain text in this
case. Please note that the password may be intercepted with this unencrypted
transmission method.

The option for Integrated Windows Authentication allows users with Microsoft Internet
Explorer to login without entering a password. The users will be authenticated when they
log on to Windows.

0 When using Tomcat as webserver, both of these options will be unavailable.

r.  For all Intrexx Xtreme versions on Windows 2000, the following conditions apply when
changing the authentication to Authentication via Web Server:

If the services of the Intrexx Xtreme portal server are started via the Service Console,
they will always run under Windows 2000 in the context of the logged in user. All users
in whose context the portal server runs must possess the privilege to Act as part of

operating system.

In the local security policies of the server, give these corresponding users and/or groups
the permission to Act as part of operating system (Start — Settings — Control Panel —

Administration — Local Security Policy — Local Policies — User Permissions Assignment).

Afterwards, the Intrexx Xtreme Portal Server service must be restarted under
Windows services. After starting, the process javaw.exe will run under SYSTEM. If
problems still occur, the permission to Log on as batch job (path as above) must be
additionally entered.

Intrexx Authentication
Regardless of membership in local domains, each user will log on with the user name and
the password from the User Manager to the portal.
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8.1.3.

8.1.4.

8.2.

8.3.

Intrexx Xtreme User Manager

Select the user who will assume the role of anonymous user from the Anonymous User
selection list. The anonymous user is the user who accesses the portal without logging on.
This account will be used for all users before logging on.

The type of authentication can be changed at a later point in time from Intrexx
Authentication to Authentication via Web Server. The change will take effect only after the
users are imported.

Generic Authentication

Generic authentication allows the configuration of an authentication module for authenti-
cation via an LDAP server. In this case, the user name and the password will be transmit-
ted in plain text. Please make sure that the login only is transferred via secure connec-
tions. To set up the generic authentication, please contact United Planet consulting.

Other Authentication

Other authentication modules can be developed based on your needs. As examples, the
authentication can be instituted here via X509 certificates, authentication to systems from
third party providers, and so on. If you have questions, please contact United Planet con-
sulting.

Security

User Manager Configuration

Minimum Password Length

trrrrrrrrrng
10 12 14 16 18 20

a oK, Cancel | Help |

oo —

I
o 0

Enter the minimum length of the password here. When passwords are created that fall
below this number, an error message will be output.

Organization

User Manager Configuration

' Organization |

default container

default distlisk

a oK Cancel | Help |

Clicking on the magnifier symbol here allows the Default container for new users
and/or new distribution lists to be changed.

Select default container

FPlease select the desired entry.

Eilter [] |

B

Mame Description Path
QJ System System Syskem

a K Cancel | Help ‘

The default container is relevant for the creation of new users and/or distribution lists
from the Users application as follows. New users and/or distribution lists that are created
in the browser will be automatically assigned to the container entered here.
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